
Poster	Print	Size:	
This	poster	template	is	36”	high	by	
48”	wide.	It	can	be	used	to	print	any	
poster	with	a	3:4	aspect	ratio. 

Placeholders:	
The	various	elements	included	in	
this	poster	are	ones	we	often	see	in	
medical,	research,	and	scientific	
posters.	Feel	free	to	edit,	move,		
add,	and	delete	items,	or	change	
the	layout	to	suit	your	needs.	
Always	check	with	your	conference	
organizer	for	specific	requirements. 

Image	Quality: 

You	can	place	digital	photos	or	logo	
art	in	your	poster	file	by	selecting	
the	Insert,	Picture	command,	or	by	
using	standard	copy	&	paste.	For	
best	results,	all	graphic	elements	
should	be	at	least	150-200	pixels	
per	inch	in	their	final	printed	size.	
For	instance,	a	1600	x	1200	pixel	
photo	will	usually	look	fine	up	to	
8“-10”	wide	on	your	printed	poster. 

To	preview	the	print	quality	of	
images,	select	a	magnification	of	
100%	when	previewing	your	poster.	
This	will	give	you	a	good	idea	of	
what	it	will	look	like	in	print.	If	you	
are	laying	out	a	large	poster	and	
using	half-scale	dimensions,	be	sure	
to	preview	your	graphics	at	200%	to	
see	them	at	their	final	printed	size. 

Please	note	that	graphics	from	
websites	(such	as	the	logo	on	your	
hospital's	or	university's	home	page)	
will	only	be	72dpi	and	not	suitable	
for	printing. 

	
[This	sidebar	area	does	not	print.] 

Change	Color	Theme:	
This	template	is	designed	to	use	the	
built-in	color	themes	in	the	newer	
versions	of	PowerPoint. 

To	change	the	color	theme,	select	
the	Design	tab,	then	select	the	
Colors	drop-down	list. 

	
	
	
	
	
	
	
	
	
The	default	color	theme	for	this	
template	is	“Office”,	so	you	can	
always	return	to	that	after	trying	
some	of	the	alternatives. 

Printing	Your	Poster: 

Once	your	poster	file	is	ready,	visit	
www.genigraphics.com	to	order	a	
high-quality,	affordable	poster	
print.	Every	order	receives	a	free	
design	review	and	we	can	deliver	as	
fast	as	next	business	day	within	the	
US	and	Canada.	 

Genigraphics®	has	been	producing	
output	from	PowerPoint®	longer	
than	anyone	in	the	industry;	dating	
back	to	when	we	helped	Microsoft®	
design	the	PowerPoint®	software.	 

	
US	and	Canada:		1-800-790-4001	
Email:	info@genigraphics.com 

	
[This	sidebar	area	does	not	print.] 

Cyber Security Issues Arising from a Remote Working Environment 

	Brandon	Davis	
UH	West	Oahu	 

Brandon	Davis 

UH	West	Oahu 

Email:	
bsdavis2@hawaii.edu 

Website: 
Phone: 

Contact 

1.  Aldasoro, I., Frost, J., Gambacorta, L., & Whyte, D. (2021). Covid-19 and cyber risk in the financial sector (No. 37). Bank for International Settlements. 
2.  Anant, V., Boehm, J., Li. K & Soumya, B. (2020, Jul 7). A Dual Cybersecurity Mindset for the Next Normal. McKinsey & Company. https://www.mckinsey.com/business-functions/risk-and-resilience/our-insights/a-dual-cybersecurity-mindset-for-the-next-normal. 
3.  Fischer, E. A. (2014). Cybersecurity issues and challenges: In brief. 
4.  Furnell, S., & Shah, J. N. (2020). Homeworking and cyber security–an outbreak of unpreparedness? Computer fraud & security, 2020(8), 6-12. 
5.  Gabriel, A. J., Darwsih, A., & Hassanien, A. E. (2021). Cyber Security in the Age of COVID-19. In Digital Transformation and Emerging Technologies for Fighting COVID-19 Pandemic: Innovative Approaches (pp. 275-295). Springer, Cham. 
6.  Georgiadou, A., Mouzakitis, S., & Askounis, D. (2021). Working from home during COVID-19 crisis: a cyber security culture assessment survey. Security Journal, 1-20. 
7.  He, Y., Aliyu, A., Evans, M., & Luo, C. (2021). Health Care Cybersecurity Challenges and Solutions under the Climate of COVID-19: Scoping Review. Journal of medical Internet research, 23(4), e21747. 
8.  Knapp, K. J., Marshall, T. E., Rainer Jr, R. K., & Morrow, D. W. (506). The top information security issues facing organizations: What can government do to help? Network security, 1, 327. 
9.  Lallie, H. S., Shepherd, L. A., Nurse, J. R., Erola, A., Epiphaniou, G., Maple, C., & Bellekens, X. (2021). Cyber security in the age of covid-19: A timeline and analysis of cyber-crime and cyber-attacks during the pandemic. Computers & Security, 105, 102248. 
10.  Pranggono, B., & Arabo, A. (2021). COVID-19 pandemic cybersecurity issues. Internet Technology Letters, 4(2), e247. 
11.  Saxena, N., Hayes, E., Bertino, E., Ojo, P., Choo, K. K. R., & Burnap, P. (2020). Impact and key challenges of insider threats on organizations and critical businesses. Electronics, 9(9), 1460. 
12.  Williams, C. M., Chaturvedi, R., & Chakravarthy, K. (2020). Cybersecurity risks in a pandemic. Journal of medical Internet research, 22(9), e2369			 

	

Reference
s 

Business enterprises are faced with risks of disruption brought about by COVID-19. The adoption of remote working was the best solution intended to help organizations continue despite the pandemic and avoid 
these disruptions caused by the rise of the virus. Moving substantial elements of business operation to online presents new cyber security issues. At the same time, the original cyber risks are left untacked, which 
means that cyber security issues increase as a result of remote working. Many research studies have been conducted on the cyber-security issues that arise in the COVID-19 era. None of this research focuses 
precisely on remote working as a major issue that presents issues that jeopardize the security of information and essential data owned by corporations. 

This research report is guided by the primary goal of exploring the various security risks in the new remote working environment and then providing various recommendations that organizations can consider 
helping secure themselves from cyber-related attacks. According to Fischer (2014), cyber security is a means organizations use to assist in protecting themselves against undesirable surveillance of and gathering 
of intelligence from an information system. Therefore, in order to protect the critical assets of an organization, we are going to look at various issues that arise in remote working environments (Saxena et al., 
2020) and hence provide the various solution that can help organizations by ensuring that they are better safeguarded from any cyber threats. Some of the issues identified in this study include unfamiliarity with 
the new online learning and a lack of communication on the change management strategies the corporations are providing their employees. In essence, employees are entering into a whole new learning 
environment without proper security guidelines that will help them enhance data and information security. Thus, they are highly exposed to cyber risks and are therefore vulnerable to cyber-related crimes. 

So what exactly are the cyber security risks that have come up in this new remote working environment? This study uses qualitative and quantitative research methods to identify some cyber security issues 
exposed to while working remotely or telecommuting. The study finds that the remote working environment exposes employees to severe cyber-crimes that target them as individuals and the corporation they 
work for. As the study report concludes, several recommendations are provided to enhance cyber security for such vulnerable employees and organizations in general. We are going to take up a broader reflection 
on these cyber-attacks within the COVID-19 era. Nevertheless, this study will explore the impact of these cyber-attacks by examining the attacks that impact remote working and the employees working remotely 
altogether. The impact of these cyber security issues on organizations and employees shall be examined in the analyses. The study will conclude with recommendations on how cyber issues can be avoided to 
help protect individuals and organizations from diverse consequences.  

 

	
	
	
	
	
	
	
	
	
	

Abstract 

 

On the question of security readiness and awareness, it was clear that employees working from home were not well prepared for the security issues that might arise in the new working environment. The survey 
results revealed that many employees who moved towards working from home had not worked from home before, which means they have no experience of the new remote working. The research indicated that 
85% of the total respondents are comprised of the many employees who hadn’t interacted with working from home before, and they, therefore, had no experience in working remotely.  And despite their level of 
inexperience, these employees were sent to work from home without any security guidelines of online work safety and data safety. That is, a total of 70% of the respondents had indicated that they didn't receive 
any training before going to flexible working. These employees were simply getting into new working realities without proper training, yet they had no security advice. With a lack of training and little or no 
advice on the security of working online, then this becomes a blow on the cyber security status of a given business enterprise. 

The survey revealed that some respondents had already experienced some form of security threat while working online. Even though most of the participants didn’t want to reveal much about the security attack 
they had encountered, it was clear that remote working brought about some form of security risk. Out of the 50 respondents, approximately a quarter of them reported having experienced security issues while 
working on their regular day-to-day work duties as they were working at home. From the employees who had already experienced cyber security threats, all of them reported having come from different 
organizations within different sectors. However, some of the most common attacks recorded include virus infection or spyware and hacking incidences. These cyber security incidences were affecting all of the 
participants regardless of their ages. One of the respondents reported launched cyber-attacks involving attackers putting themselves into trusted data exchange and thus stealing crucial organizational information 
(Aldasoro et al., 2021). Some of the ways attacks are launched using trusted data exchange include password cracking, phishing, use of malware, man-in-the-middle attacks, among others (Aldasoro et al., 2021). 

The figure [5] below reveals some of the cyber-attacks experienced by employees who work remotely	
	
	
	
	
	
	
	

Introduction	&	Research	Question		

This study will use mixed methods of data collection, a systematic investigation of phenomena through gathering quantified data. Data will 
be collected from a survey conducted online to reach as many people as possible. These people will be selected based on their experience of 
working remotely, as the research will explore some of the ways they have become vulnerable to cyber security attacks. When it comes to 
the qualitative aspect of this study, we shall utilize interviews on specific focus groups consisting of cyber security experts to provide us 
with more information about cyber-attacks arising in the pandemic era and help formulate better questionnaires for the survey. 

	
The survey is designed while considering the various factors that affect formulating a cyber security culture within an organization. This 
survey is significant for this study as its sole purpose is to evaluate how remote working brought by the COVID-19 crisis has directly 
affected cyber security culture within organizations. This survey will be conducted while remote working is still applicable within various 
organizations. The new normal working environment must still be in use since the study intends to look for the numerous cyber security 
risks that come up as a result of the introduction of working from home. The main intention is to make sure that the study captures real-life 
circumstances. The respondents will be asked to recall their recent unpleasant experience touching on cyber concerns. Since the people 
participating in this survey will be remote workers who have several work commitments together with the household demands that they 
must attend to daily. The survey will be brief and easily comprehensive in such a way that it will only take up to ten minutes of each 
respondent’s time. The survey needs to reach out to as many employees as possible, and most of these employees are working from home. 
Therefore, digitalized and web-circulated so that the remote working employees are going to be reached, and thus the survey will reflect on a 
real-life scenario. The survey will target employees from different business levels who are not familiar with technological and informational 
security terms (Georgiadou, Mouzakitis & Askounis, 2020). Thus, straightforward questions that require immediate answers without any 
need to comprehend them will be selected. While considering all factors, the survey is going to contain no more than 20 questions, with each 

question being founded on cyber security and at the same time aiming at obtaining generalized feedback from the respondents. 	
	
	
	
	
	
	
	

Research	Design	&	Data	Collection		

During the transformation from physical working to virtual working, most organizations adopted new software and applications that proved essential in facilitating remote working. Business organizations had to 
seek solutions through adopting the best technologies that would help facilitate their operation remotely. Some of the technologies and applications to be used by employees were not familiar to these employees. 
From the surveys, every two out of five respondents complained that they were introduced to a new application that they had not previously used. The change from physical working to remote working is 
important yet significant to the organization. However, communicating these changes is vital to ensure that the business entity's adoption and change management strategies become a success. In essence, these 
new technologies and applications should have first been introduced and well communicated to the employees to help facilitate and manage a better change. Better change management will help employees learn 
to be better prepared to tackle and avoid any security breach in the working process.  
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Discussion 

Transforming the business enterprise with its entire environment may either solve several cyber security issues or become a major source of new security issues. COVID-19 pandemic brought about a new way of 
working for organizations all over the world. Many people were not yet adapted to the new working environment, so they needed to be introduced and trained on working remotely while still maintaining their 
safety. However, this wasn't the case, for many organizations were in haste to avoid all issues that might come up due to the intense situation brought by the pandemic. This exposed many remote workers to high 
cyber security issues as cybercriminals identified a chance to take advantage of these employees to steal important data from them while they were unaware. In essence, the remote working environment exposes 
organizations through their employees to cyber-attacks, which places them at a high risk of cyber-related attacks. This survey conducted online makes it clear that while employees are working from home, 
corporations are being exposed to high information security risks that might have terrible repercussions on the business entity. When it comes to helping in securing information in this remote working era, 
security awareness should be raised among all employees working online or offline (He et al., 2021).  
 

Companies that have transitioned to at-home remote work should organize training sessions for their entire workforce. The training should concentrate on how to utilize the software and how to keep data secure. 
Employees should also be given the necessary tools to protect their data by restricting access to all websites save those that are required for their tasks. Employees should also be compelled to utilize a company-
provided authenticator. The authenticator can be used to verify the employee's identity. CAC cards can be used to grant access to specialized information in circumstances such as the Department of Defense or 
any other large organization. To prevent data from being stolen through a WiFi connection, all employees should be compelled to use a LAN/Ethernet connection. Employees who do not have access to an 
ethernet connection should be obliged to use the company's provided VPN. 

 
 

Conclusions 

Introduction 

In the wake of COVID-19, many organizations were forced to shift from the physical working environment to a new normal characterized by remote working together with an intense focus on serving customers 
through online platforms (Anant et al., 2020). As a result, organizations are becoming wholly dependent on technology for survival through this COVID-19 era (Knapp et al., 2006). Through the spread of 
COVID-19, there has been an increase in significant secondary threats in the emerging technology-driven society that is characterized by the new normal (Lallie et al., 2021). This new normal presented an 
increase in the demand for digital capabilities, products as well as services. Through this digital response to the crisis brought about by COVID-19, new security vulnerabilities have arisen. The new technology-
driven society is exposed to cyber threats, a set of indiscriminate and cyber-crime campaigns (Anant et al., 2020). Hackers or cybercriminals are now taking the pandemic as an opportunity to penetrate cyber-
crimes for the sole purpose of gaining in the process (Gabriel, Darwsih & Hassanien, 2021). Cyber attackers are seizing the opportunity to exploit all the gaps that are opened as employees are telecommuting 
with the use of insecure devices as well as insecure networks (Lallie et al., 2021). Other than that, cyber attackers can use other malicious techniques to source essential data from vulnerable employees. As a 
result of COVID-19, people are now more vulnerable and can be easily exploited by cyber attackers as they seek new information pertaining to their work or the pandemic itself (Furnell & Shah, 2020). For 
example, attackers can use the individual fears that people have as a result of the uncertainty brought about by the pandemic. The attackers can use malware or even suspicious emails related to the virus to grab 
the attention of the employees who are telecommuting and thus gain access to important organizational data. The introduction of remote working is also exposed to cyber-attacks targeted at vulnerable people 
through the use of COVID-19 related attempts. There are already several reports of scams impersonating public authorities and organizations to target support platforms, conducting PPE fraud and also offering 
COVID-19 cures (Lallie et al., 2021). Such scams aim at the millions of people using various online platforms, including members of the public and millions of employees working from home. 

Working from home has revealed a certain level of cyber security concerns as well as challenges that were not present before. This is attributed to the fact that cyber attackers can easily target employees working 
from home to access essential data from their employer firms or organization. Cyber-attacks have been launched through traditional tricks. This time, the cyber attackers are taking advantage of the increased 
stress, worry and anxiety facing individuals in connection to the uncertainty that emerged from the pandemic (Lallie et al., 2021). The pandemic changed the working environment, yet the various employees 
were unprepared to head into the new environment. Employees working from home ended up in a working environment they were unfamiliar with and were generally unprepared for it. They ended up dealing 
with software vendors who provided them with software vulnerable to attacks which meant that the chances of increased cyberattackers would be accelerated (Lallie et al., 2021).  

Research	Question	 
	
1.  How has cyber security been affected as a result of the introduction of remote working? 

2.  What are some of the cybersecurity-related impacts that the pandemic has on both individuals and organizations? 	

	
Hypothesis		
My hypothesis is that majority of people that are currently working remotely due to Covid, have little experience when it comes to cyber security. This should increase cyber security incidents due to lack of 
training and awareness. 

	
	
	
	

Results 
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