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The University of Hawai'i System encompasses 10 accredited campuses and additional education, training, and
research centers on six islands throughout the State of Hawali'i. This highly decentralized and complex organization
is dedicated to the highest standards of scholarship and service, which requires an open flow of information and
communication.

Unfortunately, over the last decade, the emergence of increasing abuse by criminals of personal information used
by universities, such as social security numbers and credit card or other banking information, has challenged the
decentralized culture of free flow of information. In today's world, access to personal information must be restricted
to uses where it is necessary and close guarded wherever it is stored or used. Those individuals whose personal
information has been entrusted to the University deserve no less.

While information security has long been the responsibility of each campus, as of 2011 the University leadership
has committed to establishing and resourcing a new systemwide information security program. This approach is
more cost-effective and comprehensive than is possible by continuing the decentralized approach that has been in
use.

The UH Information Security Program is comprised of the following strategic areas:

o Data Governance and Oversight

¢ Information Security Audits & Risk Assessments
 Information Security Policies & Procedures

¢ |dentity Management & Access Controls
 Information Security Training and Awareness

Information Security Governance Structure

Additionally, the University has established an Information Security Governance Structure. This leadership group is
tasked with ensuring that all information security policies, procedures and other initiatives are implemented and
maintained within their authorities. This leadership group is comprised of senior campus administrators (appointed
by their Chancellors) and IT Security Leads (technology support staff designated by their campus leadership or
dean/director). This leadership group meets each semester and once during summer.

Data Security Leadership Council Members
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Information Security Guide /

Effective Practices and Solutions
for Higher Education

About the UH Information Security Program
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Policies & Compliance

Information Security for Research

Information Security for Faculty & Staff

Information Security for Students

Resources

UH Information Security Awareness Training

Frequently Asked Questions

Contact Us

Security Tip of the Month

This Month's Security Tip

Security Tip of the Month Archive

Get a UH Username

Change UH Username Password

Reset Forgotten Username Password
Manage your UH Username

Email Account Practices

UH Username Practices

UH Information and Security

Virus Information
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ITS Labs

ITS Site License

Supported Software

MyUH
Laulima (Learning & Collaboration)
Webmail

ITS Telcom Engineering

Contact ITS
hel hawaii.edu
(808) 965-8883

Toll Free: (800) 558-2669

Use of this site implies consent with our Usage Policy

The University of Hawai‘i is an Equal Opportunity/Affirmative Action Institution
copyright ©2014 University of Hawai'i
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