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	We	are	living	in	an	age	of	data	where	the	information	stored	on	
computerized	systems	is	our	most	valuable	asset.	This	study	
emphasizes	the	importance	of	applicable	regulations,	standards,	and	
frameworks	that	impact	organizational	security	posture	and	related	
domains.	It	also	provides	a	primer	on	basic	data	security	themes	to	
inform	readers	of	the	ever-changing	IT	threat	landscape,	the	current	
state	of	security	regarding	data	and	technology,	and	the	ongoing	
cybersecurity	efforts	in	information	security	management.		

	In	an	effort	to	develop	strong	cyber	resilience,	the	primary	
objective	of	this	study	is	to	identify	and	evaluate	best	practice	for	the	
security	of	data	stored	on	information	systems.	The	Evaluation	of	
Data	Security	Methods	project	will	identify	the	top	three	most	
effective	threats	and	vulnerabilities	to	information	systems	and	
information	systems	security,	to	provide	the	building	blocks	required	
for	a	comprehensive,	quantifiable	assessment	into	increasing	
organizational	security	posture	and	reducing	security	risks.		

Abstract	
	For	this	experiment,	a	Quantitative	Risk	Assessment	(QRA)	is	

performed	that	should	not	be	confused	with	quantitative	risk	
analysis	based	primarily	on	numeric	values.	The	QRA	is	conducted	by	
assigning	values	to	the	company’s	most	valuable	assets.	The	
development	of	the	EDSM	project	risk	register	is	part	of	the	risk	
identification	process.	During	the	QRA	process,	the	risks	are	
documented	with	a	unique	identification	number,	timestamp,	
detailed	description,	probability	of	the	risk	occurring,	impact	to	the	
project,	and	the	criticality	of	the	risk	to	the	project	if	the	risk	occurs.	
Other	elements	to	consider	are	preventive	actions,	contingency	
action,	risk	ownership,	and	the	status	of	the	risk.	The	goal	of	QRA	is	
to	be	cost-effective.	To	answer	the	research	question,	the	steps	
described	in	Figure	1	were	conducted.		

Research	Design	&	Data	Collection		

	The	data	provided	in	“Figure	1:	QRA	Guide”	acts	as	a	guide	for	
this	assessment.	The	project	team	used	NIST	SP	800-30	as	a	basis	
for	threat	identification.	Through	cyber	threat	intelligence	sources,	
location-specific	threats	are	also	identified.	Next,	the	project	team	
creates	a	list	of	known	system	vulnerabilities	that	could	be	
exploited	by	potential	threat	vectors.	The	NIST	SP	800-53,	Security	
Baseline	Worksheet	documents	and	categorizes	vulnerabilities	
collected	from	sources.	The	determination	of	risk	for	a	particular	
threat	was	expressed	as	the	likelihood	of	the	probability	that	a	
potential	vulnerability	might	be	exploited.	The	next	major	step	in	
measuring	the	level	of	risk	was	to	determine	the	impact	that	would	
result	from	the	successful	exploitation	of	a	vulnerability.	

Discussion	

	The	primary	objective	of	this	study	was	to	identify	and	
evaluate	best	practices	for	the	security	of	digital	information	
stored	on	information	systems.	While	it	is	difficult	to	quantify	risk,	
it	still	needs	to	be	assessed	in	an	attempt	to	address	risk.		

	Clearly,	there	are	many	ways	to	attack	a	target	system,	by	DoS	
attacks,	outdated	Operating	Systems	(or	supply	chain	attacks),	
Internet	of	Things	(IoT)	devices,	malware	and	more.	However,	
many	if	not	most,	attacks	are	preventable.	In	most	cases,	the	best	
security	practices	includes,	regular	patching	of	the	system,	use	of	
antivirus	tools,	avoid	opening	suspicious	email	attachments	and	
links,	and	blocking	of	unneeded	ports	would	prevent	such	attacks.		

Conclusions	

Introduction		
	Cyber	Receiver	Inc.	has	selected	Danny	A.	Mase	as	the	Project	

Manager	for	the	Evaluation	of	Data	Security	Methods	(EDSM)	
project.	At	Cyber	Receiver,	we	believe	that	cyberspace	can	be	secure	
and	resilient.	This	project	will	result	in	the	development	of	a	data	
security	effort	that	supports	Cyber	Receiver’s	strategy	of	providing	
progressive	cybersecurity	to	clients	that	will	enhance	the	overall	
performance	of	information	systems	security.	While	a	number	of	
proposed	risk	frameworks	are	currently	available,	Cyber	Receiver’s	
dedicated	project	team	can	develop	a	solution	far	superior	to	the	
local	technology	currently	available.	Cybersecurity	fundamentals	deal	
with	the	protection	of	digital	assets.	The	primary	objective	of	this	
study	is	to	identify	and	evaluate	best	practices	for	the	security	of	
digital	information	stored	on	information	systems.	

	The	identified	risks	were	quantified	to	enable	the	project	to	
develop	effective	mitigation	strategies	for	the	risks,	or	to	include	
appropriate	contingencies	in	the	project	estimate.	The	results	for	the	
project	QRA	are	presented	in	Table	1	below:	
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Figure	1.	QRA	Guide.	

Table	1.	Quantitative	Risk	Assessment	(QRA)I.	

Figure	2.	Risk	Register	

Chart	1.	Akamai	Live-Threat.	

Figure	3.	Risk	Matrix  




