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There	are	many	threats	that	when	using	digital	piracy	websites	that	include	
the	hidden	danger	of	malware	or	downloadable	files.	Antivirus	software	may	
be	able	to	identify	and	remove	most	malware,	depending	on	how	well	it	
performs,	but	there	are	also	online	tools	that	can	detect	and	verify	the	
dangers	associated	with	digital	piracy	websites.	
This	study	evaluated	multiple	online	dynamic	URL	analysis	tools	to	determine	
the	accuracy	of	the	tools	to	detect	the	possible	existence	of	malware	from	
known	digital	piracy	websites.		This	study	seeks	to	verify	that	the	presence	of	
malware	can	be	detected	using	the	URL	alone.	
	
	
	
	

Abstract 

URL	for	Pirate	Bay	reported	the	site	was	clean	by	all	three	URL	analysis	tools	
although	a	VirusTotal	scanning	engines	found	it	suspicious	but	not	enough	to	
change	the	rating.	
URL	for	YTS.mx	reported	the	site	was	clean	for	all	except	Hybrid-Analysis	
which	detected	malicious	intent	from	the	URL.	
URL	for	1137x	reported	the	site	was	clean	although	Hybrid-Analysis	found	the	
site	to	be	suspicious.	
	
The	previous	URLs	were	for	torrenting	websites.		The	next	two	are	video	
streaming	sites	that	host	pirated	content.	
	
URL	for	123Movie	reported	the	site	was	clean	although	Hybrid-Analysis	found	
the	site	to	be	suspicious.	
URL	for	Putlocker	was	found	to	have	malicious	intent	except	by	
MetaDefender	which	reported	the	site	was	clean.	

See	Table	1.	

Introduction & Research Question  

This	study	used	a	desktop	computer	running	the	latest	version	of	Microsoft	
Windows	10	with	the	latest	security	updates.	The	latest	version	of	the	web	
browser	Google	Chrome	was	used	to	perform	the	evaluation	of	the	URL	
analysis	tools	VirusTotal,	MetaDefender,	and	Hybrid-Analysis.	The	Google	
search	engine	was	used	to	identify	potential	digital	piracy	websites.	
	
	
Data	was	collected	by	submitting	the	URL	of	the	digital	piracy	websites	to	the	
three	online	URL	analysis	tools	and	the	results	were	recorded	for	each	of	the	
five	websites.	
	
	
	

Research Design & Data Collection  

The	results	determined	that	the	three	online	URL	analysis	tools	reported	that	
most	of	the	websites	clean	although	Hybrid-Analysis	did	categorize	several	
websites	malicious,	and	one	site	was	identified	as	malicious	by	VirusTotal.	
MetaDefender	determined	all	the	sites	to	be	clean	since	it	used	six	scanning	
engines	compared	to	VirusTotal’s	eighty	plus	engines	and	Hybrid-Defender’s	
Falcon	Sandbox.	The	URLs	of	the	piracy	websites	may	have	been	deemed	
clean	due	to	how	torrenting	works	from	a	peer-to-peer	environment.		Files	
would	not	be	able	to	be	identified	as	malicious	until	downloaded	and	
scanned.	The	illegal	streaming	sites	like	Putlocker	attempted	to	redirect	the	
user	multiple	times	to	an	external	website	which	may	have	been	why	
VirusTotal	and	Hybrid-Analysis	reported	the	site	malicious.	The	URL	analysis	
tools	include	a	file	analysis	tool	that	could	used	to	investigate	further	but	
requires	the	user	to	download	the	potentially	malicious	file.	
	

Discussion 

This	study	was	unable	to	determine	the	accuracy	of	the	URL	analysis	tools	and	
whether	digital	piracy	websites	did	indeed	have	some	malicious	intent.		The	
tools	determined	malicious	intent	through	reputation	of	the	site	and	the	URL	
and	its	components.	Malware	was	not	able	to	be	accurately	detected	due	to	
limitations	of	the	tools	and	the	nature	of	the	websites	themselves.	Further	
study	is	required	to	determine	a	more	reliable	method	of	detecting	possible	
malware	on	piracy	websites.		
	
	
	
	
.	

Conclusions 

Introduction 
Digital Piracy is a problem for many businesses that have their products 
illegally distributed. Many people are unaware of the possibility of a 
hidden malicious software in downloaded files.  URL analysis tools 
analyze the URL or the components of the website to determine if a 
URL is benign or malicious. By verifying the existence of malicious 
intent on the digital piracy websites, this study seeks to raise 
awareness of these dangers and dissuade users from frequenting 
these sites. 
 
 
Research Question  
How well do online URL analysis tools perform at detecting malicious 
intent on digital piracy websites.   
 
 
Hypothesis  
There is malicious software present on digital piracy websites and that 
an online URL analysis tool can accurately detect the malicious intent 
of these websites. 
 
 
 
 
 
 
 
 
 
 

Results 

Table	1.	Label	in	24pt	Calibri.	

Figure	1.	Label	in	24pt	Calibri.	

Figure 1 




